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CYL-104 
Cyber Crimes and Consumer Protection in 

Cyberspace 
¼lkbcj vijk/k ,oa miHkksDrk laj{k.k Lisl½ 

P.G. Diploma in Cyber Law (PGDCL-12/16/17 

First year, Examination-2019 

Time: 3 Hours                        Max. Marks: 80 

 

Note:- This paper is of Eighty (80) marks divided into three 
(03) Section A, B and C. Attempt the question contained in 
these sections according to the detailed instructions given 
therein. 
uksV%& ;g iz'u&i= vLlh ¼80½ vadksa dk gS tks rhu ¼03½ 

[k.Mksa d] [k rFkk x esa foHkkftr gSA izR;sd [k.M esa fn, 

x, foLr`r funsZ'kksa ds vuqlkj gh iz'uksa dks gy djuk gSA 

 

Section-A ¼[k.M&d½ 

(Long Answer Type Question) ¼nh?kZ mÙkjh; iz'u½ 

Note:-  Section ‘A’ contains four (04) long-answer-type 

questions of Nineteen (19) marks each. Learners are 

required to answer any two (02) questions only.

                   (2×19=38) 
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uksV%& [k.M ^d* esa pkj ¼04½ nh?kZ mÙkjh; iz'u fn;s x;s gSaA 

izR;sd iz'u ds fy, mUuhl ¼19½ vad fu/kkZfjr gSaA 

f'k{kkfFkZ;ksa dks buesa ls dsoy nks ¼02½ iz'uksa ds mÙkj 

nsus gSaA 

1. What do you understand by cyber crimes? Discuss the 
essentials and different kinds of cyber Crimes. 

Lkbcj vijk/k ls vki D;k le>rs gSa\ lkbcj 

vijk/k ds izeq[k  rRoksa ,oa fofHkUu izdkjksa dk o.kZu 

dhft,A 

2. Discuss the various kinds of cyber crimes as 
mentioned in Indian penal code, 1860. 

Hkkjrh; n.M lafgrk] 1860 ds vUrxZr fofHkUu izdkj 

ds lkbcj vijk/kksa dk o.kZu dhft,A 

3. What are the new issues and challenges with regard to 
internet governance? Explain. 

baVjusV xousZl@”kklu lEca/kh u;s eqn~ns ,oa 

pqukSfr;k¡ D;k gS\ O;k[;k dhft,A 

4. Discuss the applicability of consumer protection act, 
1986 with respect to consumer protection in 
cyberspace. 

Lkkbcj Lisl esa miHkksDrk laj{k.k lEca/kh miHkksDrk 

laj{k.k vf/kfu;e] 1986 dh iz;ksT;rk dk o.kZu 

dhft,A 
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Section-B ¼[k.M&[k½ 

(Short Answer Type Question)@¼y?kq mÙkjh; iz'u½ 

Note:-  Section ‘B’ contains eight (08) short answer type 

questions of Eight (08) marks each. Learners are 

required to answer any four (04) questions only.                           

           (4×8=32) 

 

uksV%&  [k.M ^[k* esa vkB ¼08½ y?kq mÙkjh; iz'u fn;s x;s 

gSaA izR;sd iz'u ds fy, vkB ¼08½ vad fu/kkZfjr gSaA 

f'k{kkfFkZ;ksa dks buesa ls dsoy pkj ¼04½ iz'uksa ds 

mÙkj nsus gSaA 

1. What do you understand by e-mail spoofing? Explain.  

bZ esy LiwfQax ls vki D;k le>rs gS\ o.kZu 

dhft,A 

2. Discuss the various kinds of cyber crimes as 

mentioned under IT Act, 2000. 

lwpuk rduhd vf/kfu;e] 2000 ds vUrxZr fofHkUu 

izdkj ds lkbcj vijk/kkas dk o.kZu dhft,A 

3. As a cyber crime what is money laundering? Explain. 

euh ykWfUMªax] lkbcj vijk/k ds :i esa D;k gSa\ o.kZu 

dhft,A 
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4. What is the domain of freedom of expression in 

Internet? 

baVjusV es vfHkO;fDr dh Lora=rk dk D;k vuq{ks= 

gS\ 

5. What is ‘Cyber Terrorism’? Discuss its types and 

effects. 

Lkkbcj vkradokn D;k gS\ blds izdkjksa ,oa izHkkoksa 

dh O;k[;k dhft,A 

6. How for sale of goods Act, 1930 is applicable to 

consumer protection in cyberspace. 

Lkkbcj Lisl esa miHkksDrk laj{k.k gsrq eky foØ; 

vf/kfu;e] 1930 fdruk mi;qDr gS\ 

7. What are the relevant provisional of the specific relief 

Act, 1963 related to consumer protection in cyber 

space. 

fofufnZ’V vuqrks’k vf/kfu;e] 1963 ds vUrxZr lkbcj 

Lisl esa miHkksDrk laj{k.k lEc/kh izko/kkuksa dk o.kZu 

dhft,A 

8. What do you mean by cyber forensic? What do cyber 

forensics do? 

Lkkbcj QkWjsafld ls vki D;k le>rs gSa\ lkbcj 

QkWjsfldl D;k djrs gaS\ 
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Section-C ¼[k.M&x½ 
(Objective Type Questions) / (oLrqfu"B iz'u) 

Note:-  Section ‘C’ contains ten (10) objective type 

questions of One (01) marks each. All the questions 

of this section are compulsory.                  (10×1=10) 

uksV%& [k.M ^x* esa nl (10) oLrqfu"B iz'u fn;s x;s gSa] 

izR;sd iz'u ds fy, ,d (01) vad fu/kZfjr gSaA bl 

[k.M ds lHkh iz'u vfuok;Z gSaA 

1. Cyber-crime can be categorized into ________ types. 
 (a) 2   (b) 3 
 (c) 4   (d) 5 

Lkkbcj vijk/k fdrus izdkj esa oxhZd`r fd;s tk 

 ldrs gSa\ 

 (a) 2   (b) 3 
 (c) 4   (d) 5 

2. Which of the following is not a real security and 
 privacy threat? 

 (a) Hackers  (b) Virus 
 (c) Worm   (d) Spam 

fuEufyf[kr esa dkSu ls lqj{kk ,oa futrk ds fy, 

 [krjk ugha gS\ 

 (a) gSdlZ   (b) okbjl 

 (c) okeZ   (d) LiSe 
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3. Which of the following are the ways through which 

virus spreads? 

 (a) Floppy Disk   

(b) CD 

 (c) Network Connection  

(d)  All of the above 

fuEufyf[kr esa fdl rjhds ls okbjl QSyrk gS\ 

 (a) ¶ykih fMLd  (b) lh-Mh- 

 (c) usVodZ  dusD”u (d) mi;qZDr lHkh 

4. ‘Phishing is a form of: 

 (a) Fraud   

(b) Mistake by default 

 (c)  Undue Influence   

(d) None of the above 

fQflax ,d izdkj dk gSA 

 (a) /kks[kk   

(b) vokafNr izHkko 

 (c) xyrh ls ewy  

(d) mi;ZqDr esa ls dksbZ ugha 

5. What are types of malware? 

 (a) Virsuses (b) Spyware 

 (c) Worms  (d) All of the these 
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eSyos;j ds izdkj gS\ 

 (a) okbjl  (b) Likbos;j 
 (c) okeZl  (d) mi;ZqDr lHkh 

6. What is IMAP? 
 (a) Internet messaging Application 
 (b) Internet messaging Application 

 (c) Internet Message Access protocol 
 (d) Internet Message Access Protocol 

*vkbZ ,e , ih* D;k gS\ 

 (a) baVjusV eSlsftax ,iyhds”ku 

 (b) baVjusV eSlsftax ,iyhds”ku 

 (c) baVjusV eSlst ,Dlsl izksVksdksy 
 (d) baVjusV eSlst ,Dlsl izksVksdksy 

 
7. How many antivirus programs showed be installed on 

a single system? 
 (a) 1  (b) 2 
 (c) 3  (d) 4 

,d gh flLVe ij fdrus ,aVh ok;jl izksxzke baLVky 

 fd, tkus pkfg, \ 

 (a) 1  (b) 2 
 (c) 3  (d) 4 

 
8. Which of the following is not a well known anti-virus 

program? 
 (a) AVAST  (b) SMAG 
 (c) AVG   (d) MCAFEE 
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fuEufyf[kr esa ls dkSu lk ,d tkuk&ekuk ,aVh 

 ok;jl izksxzke ugha gS\ 

 (a) , oh , ,l Vh   
 (b) ,l ,e , th 
 (c) , oh th 
 (d) ,e lh , ,Q b b 

 
9. Under the consumer protection Act, 1986 an appeal to 

National commission against the order of state 
commission should be made within. 

 (a) 30 Days (b) 60 Days 
 (c) 90 Days (d) 120 Days 

miHkksDrk laj{k.k vf/kfu;e ds vUrxZr jkT; vk;ksx 

 ds fu.kZ; ds fo:) jk’Vªh; vk;ksx dks vihy fdrus 

 le; esa dj ldrs gSA 

 (a) 30 fnu  (b) 60 fnu 
 (c) 90 fnu  (d) 120 fnu 

 
10. The sale of goods Act was passed in the year. 

 (a) 1929  (b) 1930 
 (c) 1963  (d) 1986 

Eky foØ; vf/kfu;e fdl o’kZ ikfjr fd;k x;kA 

 (a) 1929  (b) 1930 
 (c) 1963  (d) 1986 

 

 

***** 


