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To ensure secure usage of credit/debit
cards or ATM, what should you do?

(A) Keep your PIN secure

(B) Share your PIN with acquintances
(C) Use outdated software

(D) All of the above

If you lose your card, what should you

do?

(A) Inform the bank immediately

(B) Contemplate the bank’s phone
number

(C) Slowly attempt to find the card

(D) Any of the above

What may happen if you use a credit/
debit card insecurely?

(A) Unauthorized transactions

(B) Increased credit limit

(C) Enhanced security features

(D) None of the above

What is the primary purpose of a WPA
key in Wi-Fi security?

(A) Signal strength

(B) Network speed

(C) Data encryption

(D) Device compatibility

What does SSID stand for in the context
of Wi-Fi networks?

(A) Secure System ldentifier

(B) Service Set Identifier

(C) Signal Strength Identifier

(D) System Security Identifier
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10.

Which encryption protocol is considered
the most secure for Wi-Fi networks?
(A) WEP

(B) WPA

(C) TKIP

(D) WPA2

What does URL stand for?

(A) Universal Resource Link
(B) Unified Rersource Locator
(C) Unique Resource Link

(D) Uniform Resource Locator

Which protocol is used for sending
emails?

(A) HTTP

(B) SMTP

(C) FTP

(D) TCP

What does SSL/TLS stand for in the

context of browser security?

(A) Secure Socket Layer/Transport
Layer Security

(B) Safe Surfing Link/Technical Layer
Security

(C) Secure Surfing Layer/Transport Link
Security

(D) Systematic Security Layer/Technical
Link Security

Which of the following is a secure way
to store passwords in browsers?

(A) Saving in plain text

(B) Using a password manager

(C) Sharing with friends

(D) Emailing passwords to yourself
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(A) Secure Socket Layer/Transport
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(B) Safe Surfing Link/Technical Layer
Security
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Security

(D) Systematic Security Layer/Technical
Link Security
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11.

12.

13.

14.

15.

What s the purpose of the “Do Not Track”
(DNT) feature in browsers?

(A) To speed up browsing

(B) To disable images

(C) To prevent tracking of user activity
(D) To block JavaScript

What is a phishing website?

(A) A website with a lot of fish images

(B) A website that steals sensitive
information

(C) A website for fishing enthusiasts

(D) A website that sells fish online

What is a common threat associated with
email communication?

(A) Phishing attacks

(B) Online gaming risks

(C) Social media likes

(D) Browser security

How can you identify a phishing email?
(A) It asks for personal information

(B) It comes from a known contact

(C) It contains only text

(D) It has a catchy subject line

What is a recommended practice for

handling emails securely?

(A) Click on all links in the email

(B) Open email attachments from
unknown sources

(C) Verify the sender’s email address

(D) Share sensitive information in emails
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16. What should you avoid in instant

17.

18.

19.

messaging to ensure security?

(A) Use strong, unique passwords

(B) Share personal details freely

(C) Accept messages from unknown
contacts

(D) Use public computers for messaging

What is a common security measure for

social networking accounts?

(A) Sharing passwords openly

(B) Using the same password for
multiple accounts

(C) Enabling two-factor authentication

(D) Ignoring privacy settings

What information should you avoid
sharing publicly on social media?

(A) Birthday

(B) Hobbies and interests

(C) Work accomplishments

(D) All of the above

What is a recommended practice when

downloading files from the internet?

(A) Download files from untrusted sources
(B) Use a reliable antivirus program
(C) Disable firewall protection

(D) Ignore file extensions
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20.

21,

22,

23.

How can you verify the authenticity of a
downloaded file?

(A) Ignore digital signatures

(B) Check the file size

(C) Use checksums or hashes

(D) Download files from any source

What precaution should be taken when

downloading email attachments?

(A) Open attachments from unknown
sources

(B) Use a separate email account for
attachments

(C) Download all attachments without
scanning

(D) Disable antivirus software while
downloading attachments

What is a recommended practice for

ensuring the security of instant messaging?

(A) Share sensitive information freely

(B) Use end-to-end encryption when
available

(C) Accept messages from unknown
contacts

(D) Disable notifications

What should you avoid in instant

messaging to enhance security?

(A) Use strong and unique passwords

(B) Click on links from unknown senders

(C) Keep conversations private

(D) Share personal details in group
chats

20. TREAGE ® T FEA HI G bl W

21,

22,

23.

T 87

(A) fefSea aza=d &1 ToReiRN Y
(B) ®TEA I STHR ™

(C) =™ =1 391 1 ST HL

(D) Tt «ft ¥id o T SR

Sl rdTHeH TEAde i WHA i

qEYr sRat =1fey?

(A) =T Gl | srcEHed el

(B) srewvieE o fou U 3t el @l
ST W

(C) whf+m o famr |sft erceicy SRalg
L

(D) 3re=micH SRTeE Hd THA TSErEy

HIRaa ol T&H

3L HARST w1 geen ghfved & & fog

forg Qa1 greM T TMET2

(A) HIgTRlel STH$R &I T@aaar 9 @i
Ey

(B) V@ 3UTT &I, 1 US-2-UE UM &l
ITART

(C) 19 FUshi ¥ HIW WHHR

(D) gAY 7erH Y

T W qeM o faq sRe FEfST H soet

1 &l HET =MEW?

(A) T 3R Afgedta arEaE 1 STE w

(B) 3T5Td ¥ atell o fou faw W faere
FL

(C) amatia =t Frsht T

(D) e =2 ¥ oA feoeror @ &

[ SECCS-01]



24. What precaution should you take when

receiving links in instant messages?
(A) Click on all links without hesitation
(B) Verify the sender before clicking
(C) Share the links with others immediately

(D) Disable link previews

25. Why is it important to log out of instant

26.

27.

messaging apps when not in use?
(A) To save battery life

(B) To prevent unauthorized access
(C) To receive notifications

(D) To reset chat history

Why is it essential to use strong and

unique passwords for gaming accounts?

(A) To impress other gamers

(B) To prevent unauthorized access and
hacking

(C) For easy sharing with friends

(D) To comply with gaming regulations

Why should you be cautious about
sharing personal information in online
gaming communities?

(A) To make new friends easily

(B) To receive in-game rewards

(C) To avoid potential threats like doxing

(D) To gain popularity among gamers
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28.

29.

30.

31.

How can you protect your gaming

account from unauthorized access?

(A) Use a public computer for logins

(B) Share your password with trusted
friends

(C) Use a common password for multiple
accounts

(D) Enable two-factor authentication

What is a recommended practice to

enhance the security of your blog?

(A) Share your login credentials openly

(B) Use a simple and easily guessable
password

(C) Regularly update your blogging
platform and plugins

(D) Keep all blog content private

Why is it important to monitor and

moderate comments on your blog?

(A) To discourage interaction with
readers

(B) To prevent spam and inappropriate
content

(C) Tolimit the engagement on your blog

(D) To avoid positive feedback

Why is it crucial to use secure and

reputable hosting services for your blog?

(A) To save money on hosting fees

(B) To compromise on security for better
performance

(C) To ensure website speed is not
affected

(D) To protect against security threats
and downtime
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32.

33.

34.
(A)
(B)

(C)
(D)

How can bloggers enhance the security
of their login credentials?

(A) Use easily guessable passwords
(B) Store passwords in plain text

(C) Enable two-factor authentication
(D) Share passwords with fellow

bloggers

What is the potential risk associated with
cyberbullying?

(A) Increased online collaboration

(B) Enhanced self-esteem of the victim
(C) Improved social relationships

(D) Emotional and psychological harm

What can be a potential sign of online
predator grooming behavior?
Open communication about online
activities
Overly protective behavior from parents
Frequent sharing of personal information
Active participation in online communities

35. How can one respond to a situation of

cyberbullying?

(A) Retaliate with similar behavior

(B) Ignore the bullying and hope it
stops

(C) Report the incident to a trusted adult
or authority

(D) Share the experience openly on

social media
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36.

37.

38.

39.

40.

What is the first line of defense against
hackers when accessing online accounts?
(A) Weak passwords

(B) Multi-factor authentication

(C) Sharing login details openly

(D) None of these

What is the practice of keeping software
and systems up-to-date to protect
against known vulnerabilities called?
(A) Outdated software

(B) System negligence

(C) Software stagnation

(D) Patching

How can individuals enhance the security

of their Wi-Fi network?

(A) Use default router passwords

(B) Disable encryption

(C) Enable WPA3 encryption and
change default passwords

(D) Share Wi-Fi passwords with
neighbours

What is the significance of avoiding
easily guessable passwords?

(A) They are easier to remember

(B) They provide better security

(C) They are required by law

(D) They help hackers

What is the primary purpose of enabling

a screen lock on your mobile device?

(A) Enhance battery life

(B) Personalize the device

(C) Protect sensitive data and un-
authorized access

(D) Improve network connectivity
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