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FCS/CEGCS-05

Introduction to Cyber Security
(MSCIT/MSCCS/DCA/CCA/CEGCS)

2nd/ 15t Semester Examination December 2023-24

Time: 2:00 hrs Max. Marks: 100

Note :

This paper is of hundred (100) marks divided into
Two (02) Section A and B. Attempt the questions
contained in these sections according to the
detailed instructions given therin. Candidates
should limit their answers to the questions on the given
answer sheet. No additional (B) answer sheet will be

issued.
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Section-A (Long Answer Type Questions)
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Note : Section 'A' contain Five (05) Long-answer-type
question of Twenty Six (26) marks each. Learners
are required to answer any two (02) questions
only.
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Q.1.  Discuss the following along with the examples of each:

Cyber Terrorism.

a
b. Phishing.

e

Computer Vandalism.

d. Computer Hacking.
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Q.2.

Q.3.

Q4.

What is Cyber Stalking & Child Pornography?
Describe creating and distributing viruses over
internet? Explain Cross Site Scripting?
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What is Cyber Forensic? Discuss the following in
detail: Spamming, Online auction, fraud, Cyber
Squatting, Internet Time Thefts?
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Write about the following:

1. Clearing cache for browsers

il. Clearing cache for chrome browsers above
version, 10.

iil. Clearing cache for safari for ios, iphone and
ipad

1v. Clearing cache for safari for windows

v. Clearing cache for internet explorer 9,10,11.
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Q..
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Explain smartphones platforms its setup and
installation? Differentiate Platforms and operating
systems? Write about features of smart phones,
Branded and locked smartphones?
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Note:

Q.1

Q.2.

Q.3.

Section-B (Short Answer Type Questions)
GUs— ' (g ST Y)
Section 'B' contain Eight (08) Short-answer-type
question of Twelve (12) marks each. Learners are

required to answer any Four (04) questions only.
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Discuss Software Piracy and Crime related to IPRS.
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Differentiate Forgery and Counterfeiting?
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Differentiate between Virus, Worms and Trojan

Horse?
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Q.4.  Discuss with examples:
a. Salami Attack
b. Data Diddling
c. Cyber Squatting,
d. Logic Bombs
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Q.5. Why should we report cyber-crime? Give example of
some recent cyber-crime incidents.
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Q.6.  Discuss What is wireless LAN? Write Major issues
with WLAN, Secure WLAN, wi-fi at home?
odl BN fF IRREE o R®T 8?7 WLAN, JREd
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Q.7.

Q.8.

Write the guideline on using social networking
platforms safely, positing personal details, Friends,
followers and contacts, Status updates, sharing online
content, revealing your location?
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Discuss Smartphone Secure voice communication,

sending messages securely, Storing information on
your smartphone?

Y WHCHIF TR BN GUSId 6 U Tl h?

sk ke sk sk sk sk sk sk sk sk ke sk ke sk sk skosk skosk sk

K-981 7



